HNuadopManuoHHAaA NAMATEA IS O0yJIaIOIUXC VI pa3MeIle HIuA
Ha opunuaThbHbIX UHTEepHET-pecypcax

C KaXJpIM TOOM MOJIOZIEXKM B MHTCPHETE CTAHOBUTHCA OOJIBIE, A IIKOJIBHUKY OJHY U3
caMBbIX aKTMBHBIX II0JIb30BaTesiell Pynera. Mex/ly TeM, HOMHUMO OIPOMHOIO KOJTHYECTBA
BO3MOKHOCTEH, WHTEpHET HeceT W mpobieMbl. DTa MaMATKA JO0/DKHA IIOMOYb Tebe
0e301acHO HaXO/UTHCS B CETH.

KoMminbioTepHbIe BUPYCHI

KoMmbioTepHBIE BHpPYC - 3TO Pa3HOBHOHOCTE KOMIIBIOTEPHBIX IIPOIpPaMM,
OTJIMYHUTENIBHOU OCOOEHHOCTHI0O KOTOPOH SBJISETCS CHOCOOHOCTH K pPasMHOXKeHHI0. B
ZIOIIOJTHEHWEe K 3TOMY, BHPYCHI MOTYT IIOBPEJMTEH HIH IIOJHOCTBI0 YHHYTOXHUTH BCE
(aiiibl ¥ JaHHBIE, MOAKOHTPOJIBHBIE IIOJIB30BATeN0, OT HMMEHH KOTOporo Obura
3alylleHa 3apaXX€HHas IporpaMMa, a Takke IOBPEHTh WIH Ja)ke YHHYTOXKHUTH
ONEPAI[MOHHYI0 CHCTEMY €O BceMH (ainaMu B IejoM. B OONBIIMHCTBE CIIyYaes
PAcCIpPOCTPAHAIOTCA BUPYCHI Yepe3 UHTePHeT.

MeTobI 3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM:

1. Vlcniosib3yil COBpEMEeHHbIe OIEePAIMOHHBIE CHUCTEMBI, UMEIOIHEe CEPhE3HBIH YPOBEHD
3aIUTHI OT BPEJJOHOCHBIX IIPOTPAMM;

2. ITocrossHHO ycTanapiuBad maut (nudpoBbIe 3aILUIATKHA, KOTOPhIE aBTOMATHUYECKH
YCTAHABIUBAKOTCA C IEJBI0 JIOPAaOTKM TIPOTPAMMEI) H ApyrHe OOHOBIEHHWs CBOEH
OIlepaoOHHOU cHucTeMbl. CKkayMBali BX TOJMBKO ¢ OQHUIIHAJIBHOIO caliTa paspaboTyuka
OC. Ecii cyiiecTByeT pesKUM aBTOMATHYECKOTO OOHOBIIEHHs, BKJIIOYH €r0;

3. PaboTaii Ha cBOeM KOMIIBIOTEpE IO IPaBAMH I10JIb30BATES, 2 He aiMHUHUCTPATOPA.
9TO He NO3BOJIMT OOJIBIIUHCTBY BPEZOHOCHBIX MPOTPAaMM HHCTAJUTMPOBATHCA HA TBOEM
[IEPCOHAIIPHOM KOMITBIOTEDE;

4. Vlcrionp3yl aHTUBUPYCHBIE IPOTPAMMHGIE IPOJIYKTH H3BECTHBIX IIPOU3BOJIATEIEH, C
aBTOMATHYECKUM 00HOBIeHHEM 6as;

5. Orpannyb pU3HIECKUH JOCTYI K KOMIIBIOTEPY A IIOCTOPOHHUX JIUIL;

6. Mcnonp3yii BHEIIHUE HOCHTENMW WHOOPMAIMH, TakKe Kak uiemnka, Juck win air
U3 HHTEPHETA, TOJIHKO U3 IPOdEePEHHBIX HCTOYHHKOB;

7. He OTKpbIBail KOMOBIOTEPHEBIE (DalIbl, OJy9EeHHBIE U3 HEHAJEKHBIX MCTOYHHKOR.
Jaxe Te ¢aiiyipl, KOTOpbIe MPUCIAT TBOM 3HAKOMBIH. JIy4llie yTOYHH y HETO, OTIIPABJIS
74 OH Tebe Hux.

Ceru WI-FI

Wi-Fi - 310 He B mepefiauy¥l AAaHHBIX, HE TEXHOJIOTHS, 4 BCETO JIMIIGL GpeHZ, MapKa.
Eme B 1991 rogy HuAepiIaHACKas KOMIIaHUs 3aperucrpupoBaia Openy « WECA», 9o
obosHayano cimoBocovyeTanue «Wireless Fidelity», KOTOpbBIN IIepEBOAWTCA Kak
«BbecTpoBOAHAS TOTHOCTHY.

Jo Hamero BpeMeHH jouuia apyras abOpeBuartypa, KOTOpas SBJAETCSA TAKOH Ke
TexHoJyioruer. Ito ab6pesuarypa «Wi-Fi». Takoe HazBaHue GBLIO TAHO ¢ HAMEKOM Ha
CTaHJAPT BBICIIMM 3BYKOBOM TexHWKH Hi-Fi, 94TO B mepeBojie 03Ha49aeT «BBICOKAsd
TOYHOCTB>.



Ha, GecTutaTHBIN MHTEPHET-AOCTYI B Kade, OTeNAX U a3POIOPTax SBIAETCA OTIHYHOMN
BO3MOXKHOCTBIO BBIXO/la B HHTepHeT. HO MHOTHE 3KCIOepThl CYMTANOT, YTO
obmenocrynabie Wi-Fi ceTn He gB/IAI0TCA 6€3010aCHBIMH.

Cosetsl 1o 6e3o0macHOCTH paboTe B 061IeA0CTYITHBIX ceTax Wi-fi:

1. He mepenaBail cow smunyro uHbopmanuio yepes obmenocrymubie Wi-Fi cern.
Paboras B HHX, JKeJIaTeJIbHO He BBOJIUTD IIAPOJIH JOCTYIIA, IOTHHbI U KAKUEe-TO HOMEPa;

2. Mcnosb3yi ¥ 0OHOBJIAN aHTUBHPYCHBIE IPpOrpaMMbl B Opanamayep. Tem camMbIM ThI
obe3onacyinb cebA OT 3aKaYKU BUPYCA HA TBOE YCTPOUCTBO;

3. Ilpu wmcmonp3oBanmu Wi-Fi otwmioun ¢ysxknuio «O6mmit moctyn K ¢aiaaMm H
npuHTepaM». JlaHHas QYHKIUA 3aKphITa [0 YMOJMYAHHUIO, OJHAKO HEKOTOPHIE
TI0JIF30BATEJIM aKTHBHUPYIOT €€ JIJIsA yA006CcTRa MCII0Ib30BaHus B paboTe win yuebe;

4. He ucnonwayin mybmuanasiii WI-FI g mepenady JTUYHBIX JAHHBIX, HAIPUMeED JJIA
BBIX0/la B COLMAJIbHBIE CETH UJIH B 3JIEKTPDOHHYIO IOYTY;

5. Mnone3yit Tonbko 3amuiieHHoe coenuHenre yepe3z HTTPS, a we HTTP, T.e. npu
Habope BeG-azipeca BBOAM UMeHHO «https://»;

6. B wmobunbHOM TenedoHe oTkmoun ysxknuo «[logkmouenme k¥ Wi-Fi
apromarudecku». He Jormyckail aBTOMaTHYe€CKOr0 HNOMIJIIOYEHHs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOero cornacus.

CoimanpHbie ceTy

ConmaspHEBIE CETH aKTHBHO BXOJAT B HAIIy >KU3Hb, MHOTHE JIIOJM Pa0OTAIOT U JKUBYT
TaM IIOCTOAHHO, a B Facebook y:ke 3aperncTpupoBad MIUIHAD/, YEJIOBEK, YTO SABJISIETCS
OJIHOM CEeJpMOH BCEX KUTeJIeH IUIaHeThl. MHOIue MOJb30BaTeJd He IMOHMMAIOT, 4TO
uHdoOpManys, pasMelleHHAas WMH B COIMAJBHBIX CETSX, MOXKeT OBITh HalgeHa W
HCIIONB30BaHa KeM YTOLHO, B TOM YHCJIE He 00S3aTebHO ¢ 671aruMu HaMepPeHUsIMH.

OcCHOBHBIE COBETHI 110 H€30IIaCHOCTH B COIMMAJIBHBIX CETAX!

1. Orpanmyb cOHCOK Jipy3ed. Y Tebss B APY3bAX He JIOJDKHO OBITH CIOYYaWHBIX H
HEe3HAKOMBIX JIIOJeH;

2. 3amMInaf CBOI0 YAaCTHYIO »KHM3Hb. He ykassiBail maposiu, TesnedoHBI, agpeca, AaTy
TBOETO POXIEHUS W [APYIVI0 JIMYHYI0 HHPOPMANWIO. 3JIOYMBIIIUIEHHHKH MOIYT
HCIIOJIB30BaTh Jake WH(MOPMAIWI0O O TOM, KaK THl M TBOHM DPOJHUTENH IUIAHHPYyeTe
TIPOBECTH KAaHUKYJIBI;

3. 3amminaii cBOI0 pemyTaIuio - Jep>KH ee B YUCTOTe U 3371aBay cebe BOIIpoC: XOTen ObI
THI, YTOOBI IPYTHE TI0JIH30BATETH BHJIEIH, UTO THI 3arpykaelns? [Togymaii, npexae yem
YTO-TO OIyDJIMKOBATh, HAIIMCATH U 3arPY3HTH;

4. Ecom TH TOBOPHIEL C JIIOABMHY, KOTODPBIX HE 3HAEIIh, HE I’ICHOJIIBYﬁ CBO€ peaJiIbHOe
HUMA | JPYTYIO JIMIHYIO HH(DOPM&II,HI’IZ HMA, MECTO JKHUTEILCTBA, MECTO Y‘IE6I>I H IIpodce;

5. W36eraii pasmemenus dororpaduii B UHTEpHETE, TAE THI H300paskeH Ha MECTHOCTH,
TI0 KOTOPOM MOXKHO OIIPEJIe/IUTh TBOE MECTOIIOI0KEeHHE;

6. HPI’I PErucTpanuy B COIIHaJIbHOﬁ CeTH HBO6XO,I[PIMO HCIIOJIB30BAaTh CJIOZKHbIE IIapOJIH,
COCTOAITHE H3 6YKB H ]'J;H('l)p H C KOJIM4YEeCTBOM 3HAKOB HE MEHEe 8;



7. JJIs1 COMUaIBHOM CeTH, IIOYTHI ¥ APYTUX CAWTOB HEOOXOAMMO MCIOJIB30BaTh Pa3HBIE
naposm. Torma ecymu Tebs1 B3JIOMAIOT, TO 3/IOYMBIIUIEHHUKH IIOJIyYaT AOCTYI TOJIBKO K
OJTHOMY MECTY, 2 He BO BCe CPa3y.

DJIEKTPOHHBIE JeHbI'H

DNEKTPOHHBIE IEHBIM — 3TO OYeHb YAOOHBIN cnocob TiaTeed, OZHAKO CYIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTAT INOJIy4YUTh 3TH JIEHBTH.

SJICKTPOHHBIE JEHBI'M TTOABHJIHCH COBCEM HEJABHO M MMEHHO H3-3a 3TOI'0 BO MHOI'HX
TOCyapcCTBax 0 CHX IIOP HE IIPOIHMCAHO PO HUX B 3aKOHAX.

B Poccum xe OHM (QYHKUMOHHPYIOT MU O HHUX y:Ke IIDOIMCAaHO B 3aKOHe, IZe HUX
pas/iessil0T Ha HEeCKOJIBKO BH/IOB - AaHOHUMHBIE U He aHOHMMHEbIe. PasHuIa B TOM, YTO
AHOHMMHBIE - 5TO Te, B KOTODPBIX paspelnaercs IIPOBOAUTH onepanuu Oe3
WIeHTUPUKAUY II0JIb30BaTessi, @ B HEAHOHUMHBIX HJACHTAMHKAUUU I10Jb30BaATEIA
ABJIAETCA 00A3aTEILHOMN.

Takke cefyeT pas/jvdaTh 3JIEKTPOHHBIE (pUATHBIE JeHbrH (paBHBI TOCYAAPCTBEHHBIM
BJTIOTaM) ¥ 3JIEKTPOHHBIE He(UATHBIE JieHbI'H (He PABHBI TOCYAPCTBEHHBIM BIIOTAM).

OcHOBHBIE COBETHI 110 De30MacHOH paboTe ¢ 3JIeKTPOHHBIMH JIEHbraMM:

1. I[IpuBsxu K cuery MOOWIBHBIH TenedoH. ITO caMblii yAOOHBIN ¥ OBICTPHIN criocob
BOCCTAHOBHTD JIOCTYTE K cueTy. IIpuBsizaHHbIN TesieOH MOMOKET, eciu 3a0yaents CBOM
IUIATEKHBINA TAPOJIb MJIH 3aH/Ielh Ha CAUT ¢ HE3HAKOMOI'O YCTPOKCTBA;

2. Wcnons3y#i omHopa3oBeie nmapoiu. Ilociae mepexoza Ha yCHAEHHYIO aBTOPH3AIHIO
tebe y:ke He Oy/IeT YrpOKaTh OMACHOCTh KPAaXKH WK ITePeXBaTa IUIATeXKHOTO MapoJis;

3. Beibepu cimokHbIi maposib. IlpectymHukaM OyAeT He IPOCTO yrajlaTh CJIOMKHBIHN
maposb. HafiexxHple Tapoiu — 3TO MApOJIH, KOTOPBIE COAEPIKAT HE MeHee 8 3HAKOB |
BKJIIOYAIOT B ce0s CTPOYHBIE W TMPOMHCHBIE OYKBBI, MU(PH U HECKOJIBKO CHMBOJIOB,
TaKWe KakK 3HaK JIo/U1apa, QyHTa, BOCKIMNATEIbHBIN 3HaK U T.I. Hanmpumep, StROng!;;

4. He BBOJM CBOM JIMYHBIE JAHHBIE HA CAWTAX, KOTOPBIM HE JJOBEpsIeIb.
JIeKTPOHHAsI TIOHTA

ONeKTPOHHAA MOYTa — 3TO TEXHOJIOTHA U IPEJOCTaBAEMEIe €10 YCIYTH 110 IePeCchlIKe
U IIOJIY9EHHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPhIE PACIPEeAEAITCA B KOMIBIOTEDHOU
cetn. OOBIYHO 3JIEKTPOHHBINA ITOYTOBBIM SIIUK BBIVIALUAT CJIEAYIONUM 00pasom:
HUMsA_1I0JIb30BaTeA@uMsA_IoMeHa. Takke KpOMe Iiepeiauy IIPOCTOro TEKCTa, MMeeTcs
BO3MOKHOCTH Ilepe/IaBaTh (paiibl.

OcHoBHEIE cOBeTHI 1TO Ge30macHON paboTe ¢ 37IeKTPOHHOHM IIOYTOH:

1. Hazo BrIOpaTh IpaBWJIbHBIN OYTOBBIM CEPBUC. B MHTEpHETE ecTh OrPOMHBIH BHIOOD
OeCIUIATHBIX IIOYTOBBIX CEPBHCOB, OJHAKO JIyJllle JOBEPSATh T€M, KOro 3Haeulb U KTO
TIEPBBIH B DEUTHHTE;

2. He ykaspiBail B IWYHOM MouTe JAUHYIO uHGOpManuo. HanpyuMep, Jrydiie BoIOpaTh
«MY3BIKIbHBIN__(haHAT@» UM «POK2013» BMecTo «TemMal3»;

3. Mlcosie3y# ABYX3TaNHYI0 aBTOPU3AIHI0. DTO KOIZla IOMHMO IIAPOJid HY»XHO BBOJAHTE
KOJ1, IpUChUIaeMbIi 10 SMS;



4. BeiGepu JIOKHBIM Maposb. [ KasKooTo TOYTOBOTO SAIMKa JOJDKeH OBITH CBOH
HaJIeXKHBIH, YCTOMIHUBBIN K B3JIOMY IaPOJIb;

5. Ecyim ecTh BO3MOIKHOCTH HAIIHCATH CAMOMY CBOM JIMYHBINA BOIPOC, MCIOONB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonb3yii HECKOJIBKO TMOYTOBBIX SANIMKOB. IIepBBIN Ui YAaCTHOM NEPENHCKH C
azipecaTamMu, KOTOPBIM THI IOBEPAENTh. ITO 3IEKTPOHHBIHN aipec He Ha/l0 UCIIOIb30BaTh
[PH perucTpanuu Ha GopyMax ¥ caiTax;

7. He oTkphiBaii (aiiyiel U APYTHE BIOXKEHUS B MHCbMax AaXKe eCId OHW IPHUILIHA OT
TBOMX JApy3ei. JIydiie yTOYHH YV HUX, OTIPABJISIN JIM OHHU Tebe 3Th (aiiibl;

8. Iocie oxkoHuYaHHSA pPabOTHI HA IIOUYTOBOM CepBHCE IIE€peN 3aKPBITHEM BKJIAJIKH C
CaWTOM He 3a0y/Ih HaKaTh Ha « BEIUTH».

KubepOyJITHHT WK BUDPTYAIbHOE U3/ICBATE/ILCTBO

KubGepOy/UIMHT — IpecjefOBaHye COOOIEHUAMH, COAEp:KAIIMME OCKOpOIeHus,
arpeccHio, 3alyIMBaHWeE; Xy/JUTAHCTBO; COIMAJbHOe OOHKOTHpOBAaHHE C IIOMOIIBIO
PAasIUYHBIX UHTEPHET-CEPBUCOB.

OcHOBHbIE cOBETH! 110 Oopbbe ¢ knbepOyImHrOM:

1. He 6pocaiica 8 Goti. JIyqmmii cocob: TOCOBETOBATHCA KaK cebs BECTH U, €C/Id HeT
TOT0, K KOMY MOKHO 00paTHThCA, TO BHAYAJIE YCIIOKOUTRCS. EC/IM T HAYHENIh OTBEYaTh
OCKOPOIEHHUAMHM Ha OCKOPOIEHH, TO TOJIBKO erle 00JIblle pa30oXoKenTb KOH(QIIHKT;

2. Yupasnay cgoeii kubeppenyranuei;

3. AHOHMMHOCTH B cerH MHuMas. CyIecTBYIOT CIOCOOBI BBIACHWTH, KTO CTOWUT 3a
AHOHMMHBIM aKKAyHTOM;

4. He cTOUT BeCTH XyJTUTAHCKUH 00pa3 BUPTYaNbHOH XKU3HH. IHTepHeT GUKCHDYET BCe
TBOH JEHCTBUS W COXPAHSET UX. YJAIHUTE UX OyZieT KpajiHe 3aTPyAHHTEIBHO;

5. Cobmropaii cBo¥ BUPTYyanbHYIO 9€CTh CMOJIOZY;

6. VrHopupyidl emauHAIHLIH HeraTwB. OJHOpPa30Bbie OCKOPOWTENBHBIE COOOIIECHHUS
JIyuiiie urHOpupoBaTh. OGBIYHO arpeccus Ipekpanaercsa Ha HA4Ya/IbHOU CTAa/IHH;

7. Ban arpeccopa. B mporpamMax o6MeHa MTHOBEHHBIMH COOOIIEHUAMY, B COIAAIBHBIX
CEeTAX €CTh BO3MOKHOCTE OJIOKMPOBKH OTIPABKH COOOIEHHH C OIpe/IeJIeHHBIX aJ[PeCcOB;

8. Ecamm THI cBumerenps KubepOysanmura. TBOW JEHCTBHA: BBICTYIHTH IIDOTHB
npeciaenosaresia, MOKa3aTh €My, YTO0 €ro J[JeWCTBHA OIEeHWBAIOTCA HEraTHBHO,
HIOJIEPXKATH XKEPTBY, KOTOPOH Hy’KHA TICHXOJIOTHYECKas IOMOILb, COOOIIUTD B3POCIIBIM
0 dbakTe arpecCHBHOIO IOBEJEHMS B CETH.

MobwibHbIH TenedoH

Coepemenuble cMapTdOHBI ¥ IUIAHMIETHl cozep:kaT B cebe BIOJHE B3POCJIBIH
(dyHKOMOHAN, W Temeph OHH MOIYT KOHKYPHpPOBaTh CO  CTAllHOHAPHBIMH
xoMmmbotepaMu. OHAKO, CPEZICTB 3AIUTHI A1 NOJOOHBIX YCTPOHCTB IIOKa 0YEHb Mao.
TecTHpPOBAaHHE W MOWCK YA3BUMOCTEH B HHUX IPOUCXOJUT HE TaK MHTEHCHBHO, KaK I
ITK, To :xe camoe KacaeTca U MOOMIbHBIX IPHIIOKEHHI.



CoBpeMeHHbIE MOOWIBHBIE Opaysepbl YK€ INPAKTHYECKH JJOIHAJIM HACTOJIBHBIC
aHAJIOTH, OJ(HAKO PaCUTHpeHue (QYHKIMOHAIA BIeyeT 32 c000i OOIBIIYIO CIOKHOCTD B
MEHBIIYIO 3alAIIECHHOCTD.

Jlasexo He Bce IPOU3BOMMTENH BHIIIYCKAIOT OOHOBJICHUS, 3aKPBIBAIOLIAE KDUTHIECKHE
VA3BUMOCTH JIJISI CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI 151 0E30I1aCHOCTH MOOMIIFHOTO TeseoHa:

1. Huuero He sBsgerca IO-HACTOAIMEeMy OeciutaTHBIM. Dyzb GCTODOXKEH, BeAb KOIZa
Tebe TIpeyIaraoT GeCIIATHBIN KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHe-TO TUIATHbIE

yoIyru,

2. Tymaii, npexzae uyeM otnpasutk SMS, ¢oTo win BHAEO. Tl TOYHO 3HAEIIb, Ie OHU
OyAyT B KOHEYHOM HUTOTE?

3. HeoGxoauMo 0OHOBIIATE ONEPAIMOHHYI0 CHCTEMY TBOero cMapTdoHa;
4. Victionn3yll aHTHBHPYCHBIE IIPOrPAMMEI /TSI MOOMIBHEIX Tes1eOHOB;

5. He sarpy»ail mpuIoKeHnsl OT HEU3BECTHOTO HCTOYHHUKA, Be/lb OHM MOTYT COZEPXKATh
BPEAOHOCHOE IPOrpaMMHOe o0eclieYeHne;

6. ITocsie TOro XKakx THI BHIMJIEIND C CANTA, T/ie BBOJWI JIMYHYI0 MHGOPMAIHIO, 321 B
HacTpo¥ku Opaysepa U yzanu cookies;

7. llepuoaecky MPOBEPSH KaKue IUIaTHbIE YCIyTH aKTHBUPOBaHBI Ha TBOEM HOMEDE;

8. JlaBaii cBOH HOMep MOOWIBHOTO TesiepOHA TOJBKO JIIOAAM, KOTOPHIX Thl 3HAEINDb W
KOMY J0BepsIellb;

9. Bluetooth momken ObITh BBIKIIOYEH, KOTZIAa THI UM He Iosb3yemibed. He 3abbiBait
HMHOTYIA TPOBEPATH 3TO.

Online urpsr

CoBpeMeHHBbIE OHJAHH-WIPHl - 3TO KPACOYHBIE, 3aXBATHIBAIOIIHME Da3BJIEYECHUI,
0O BEAHUHEAOINUE COTHH THICAY Ye/I0BEK 10 BeceMy MuUpy. VIrpOKH HCC/Ie/yloT JaHHBIA UM
MHp, 06IIAKTCA APYT € APYTOM, BBINOJHSIOT 33/1aHMHA, CPAKAIOTCA C MOHCTDAMM H
IOMYYalOT OIBIT. 3a YAOBOJABCTBME OHHM IUIATAT: IOKYHNAIOT JHUCK, OIUIAYHBAIOT
aboHEeMEeHT Wiy IPHUOOPEeTAIOT KaKHe-TO OIIHH.

Bce sTM cpencTBa WAYT HA IOANEPIKAHHE W DPAa3BUTHE WIPHI, a TakkKe Ha camy
Ge30IACHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI ABTOPH3AIHH, BBIIYCKAIOTCA HOBBIE MATYH
(umdpoBbie 3aIUIATKH /1A IPOTPAaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEDBEPOB.

B HOJIO6HBIX HIpax CTOMT OIIacaThbCA HE CTOJIBKO CBOUX COIEPHHKOB, CKOJIbKO KpDaXH
TBOET0 IIAPOJIA, HA KOTOPOM OCHOBAaHa CHCTEMaA dBTOPU3alll OONMBITAHCTRA urp.

OcHOBHBIE COBETHI IT0 D€30IIACHOCTH TBOETO HUTPOBOIO aKKAyHTA!

1. Ecyti mpyro#i uTpok BefeT cebst mIoXo WM co3faeT Tebe HeIPUATHOCTH, 3a0/I0KUpYH
€ro B CIVICKE UTPOKOB;

2. Tloxanylics aAMHHHCTPATOpaM WrpPHl Ha IUIOXOe IOBCACHHE 3TOT0 HIPOKa,
JKEJIATEIPHO TPUIOYKUTH KAKHAe-TO I0KA3aTeIhCTBA B BH/IE CKPHHOB;



3. He ykaspiBaii 1muHyio "HGOPMaUHIo B Mpodaiie Urpkl;
4. YBaxkall [pyTUX YYACTHUKOB 110 UIDE;

5; He ycranaBnupail HeopupaabHble aTY¥ ¥ MOJIBI;

6. Vlcosre3y# c103KHBIE M Pa3HbIEe NAPOJIH;

7. Jlaxke BO BpeMs WIPHI HE CTOUT OTKJIIOYATH aHTHBHDYC. IIoKa ThI Hrpaemnib, TBOH
KOMITBIOTEP MOTYT 3aPa3HTh.

OUINMHT WK KpaXKka JUYHBIX JaHHBIX

OGBIYHOH Kpakei JeHer ¥ [JOKYMEHTOB CEeroJlHA y:Ke HHKOro He YAHMBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTHH 3J0YMBIIIJIEHHUKH IIEPEMEeCTHIHCh B UHTEDHET, ¥
POIOJIKAKT 3aHUMATHCA «JTI00MMBIM» JIEJIOM.

Tax MoABMJIACH HOBAA YTP0O3a: HHTEPHET-MOIIEHHWYECTBA I (DHUIIVHT, TJIaBHAA Heb
KOTOPOTO COCTOUT B IOJyYE€HWH KOH(H/IEHIMATbHBIX NAHHBIX IOJIb30BAaTENeH —
JIoTHHOB ¥ maposieit. Ha anrmmiickom sisbike phishing unraercs kak dumumnr (ot fishing
— poiOHAs JIOBJISA, password — IapoJs).

OcHoBHBIE cOBETHI 110 O0pB6e ¢ GUIITMHTIOM:

1. Cnegm 3a cBOMM .akkaynTOM. ECIM Thl [MOJO3pEBaellb, YTO TBOSA aHKeTa ObLIA
B3JI0MaHa, TO He0OXOAMMO 3a0/IOKHPOBATh €€ W COODIUTh a/IMAEMCTPAaTOpaM pecypca
00 3TOM KaK MO?KHO CKODee;

2. Ucnoonp3yii Oesomacuele Beb-caifTbl, B TOM 4YHCIe, HHTEDHET-MAarasyHOB H
ITIOUCKOBBIX CUCTEM;

3. Mcmonp3yil caoKubie W pas3ubie mapose. TakuM ob6paszom, ecord Te0si B3JIOMAIOT, TO

3JIOYMBIIUIEHHHAKH TIOJIyIaT JOCTYII TOJBKO K OHOMY TBOE€MY IPOMHIIIO B CETH, a He KO
BCEM;

4. Eciu Tebst B3IOMAIH, TO HEOOXO0/IMMO MPEAYIPEAUTE BCEX CBOMX 3HAKOMBIX, KOTOPbIe
nobapyieHsl y Tebs B APY36AX, O TOM, YTO TeOsS B3JIOMAIHM H, BO3MOXHO, OT TBOErO
WMeHH OyeT PacChUIaThCA CIAM ¥ CCHUTKA Ha GHUITHHTOBBIE CAlTHI;

5. YeranoBu HagekHbIH naposis (PIN) Ha Mo6GMABHEIN TenedoH;
6. OTKII0YM cOXpaHeHue mapoJid B Opaysepe;

7. He oTkpbIBa¥i (aiiibl U JApyTHe BJIOXKEHHA B IIMChbMax JIaKe eC/IM OHM IPUILIH OT
TBOMX ZIpy3ei. JIyuie yTO4HH Y HUX, OTIPABJISUIH JIX OHU Tebe 3TH (Qaiibl.

udposast penyranums

[udposast penyramys - 370 HEraTUBHAsA HJIA TIO3UTHBHAS WH(MOPMAaIHs B ceTH 0 Tebe.
Kommpomerupyionmas uHpOpManus pa3MelleHHasd B HMHTEPHETE MOKET CEPhEe3HBIM
0bpa3oM OTPa3UThCA HA TBOEH peaybHOM »xu3HHU. «[[mdpoBas pemyranua» - 3T0 TBOH
MMUK, KOTOPBI# (hopmupyercs u3 nHGopmanum o Tebe B MHTEPHETE.

TBOoe MeECTO >KHTEIbCTBA, y4uebbl, TBOE (HHMHAHCOBOE IIOJIOXKEHHE, OCODEHHOCTH
XapakTepa ¥ pacCcKasbl 0 OIIM3KUX - BCE 9TO HAKAIUIMBAETCA B CETH.



MHorue noipoCTKY JIETKOMBICJIEHHO OTHOCSITCA K IyOJIHKAIAH JIMIHOU WH(POPMAIIHH B
HnTepHeTE, HEe IOHUMAasA BO3MOKHBIX ITOC/IeACTBHHE. ThI fjaie He CMOXKeIb 0TaflaThCsA
0 TOM, 4TO ¢oTorpadus, pa3MelieHHadA 5 JIeT Has3aj, cTajaa IPHYUHONU OTKa3a IPUHATE
TeOs Ha pabory.

KommenTapuu, pasmemenue TBouX dortorpaduii U Apyrue AeUCTBUSA MOTYT He
HCYE3HYTh Ja)Ke IOCJie TOTO, KaK Thl MX yAanuinb. Thl He 3HAENIb, KTO COXPAaHWII 3Ty
nH(OPMALHMIO, NONATa JIU OHA B IIOMCKOBBIE CHUCTEMBI W COXPAaHWIACh JIM OHA, a
IJIAaBHOE: YTO IOAYMaloT o Tebe OKpy:Karolllee JIOAH, KOTOpble HaWAyT U YBULAT 3TO.
Haiiti uHGOpMAaIHMI0 MHOTO JIET CILyCTSI CMOKeT JI000H - Kak u3 OOPHIX MOOYKIAEHHUIH,
TaK ¥ C HAMepeHHeM IPUYMHUTE BpeZl. 9TO MOXeT OBITh KTO YTOTHO.

OcHOBHBIE COBETHI 10 3alUTe NU(MPOBOU PEeNyTaIlHH:

1. IMoxymaii, mpesxjie 4emM YTO-TO IMyOJHMKOBaTh M IeperaBaTh y cebsa B Oyore wid B
COLMAJIBHOM CeTH;

2. B HacTpoiikax Mpoduid yCTAaHOBH OTPAaHUYEHHA Ha IIPOCMOTP TBOEro IPOMWMIA U ero
COZIEP3KHUMOTO, C/leJIall eT0 TOJBKO «JJLA Apy3eii»;

3. He pasmemnaii u He ykaspiBail ”HQOPMAIUIO, KOTOPAsI MOXKET KOT0-THGO OCKOPOIATh
WIH O0OMKaTh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE IIKOJMBHUKH- AKTHUBHBIE IIOJIB30BaTeNHd IM(MPOBOTO TPOCTPAHCTBA.
OzpHako Jajneko He BCe 3HAKT, YTO IOJB30BAaHWE MHOTHMMH BO3MOXKHOCTAMM
mudpoBoro Mupa Tpebyer coOMI0AeHHIA IPAaB HA HHTEJUIEKTYAIbHYI0 COOCTBEHHOCTD.

TepMuH «UHTE/IEKTyaIbHAA COOCTBEHHOCTb» OTHOCHUTCS K DPA3/IMYHBIM TBOPEHHSM
YeJI0BEYeCKOro yMa, HAYMHAsA C HOBBIX H300peTeHMYW M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh HA TPOAYKTHI M YCIAYTH , M 3aKaHYMBAsA KHUTaMH, (otorpadpuamu,
KUHODWIBMAMHU ¥ MYy3bIKAIBHBIMHY IIPOU3BEICHASI M.

ABTOpCKHE IIpaBa - 3TO [[PaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BENECHHS
HAyKH, JIATEPATYPhl U UCKYCCTBA. ABTODCKHE IPaBa BHICTYNAIOT B KAYECTBE TAPAHTHH
TOTO, YTO UHTEJUIEKTYJIbHBII/ TBOPYECKHH TPy, aBTOpA He GyZeT HampacHBIM, JaCT €My
CIIpaBe/JIMBEIE BO3MOXKHOCTH 3apaboTaTh HAa Pe3y/IbTATaX CBOETO TPYAA, IOJYIHUTH
HU3BECTHOCTh U npusHanue. Huxro 6e3 paspemieHus aBTopa He MOXKET BOCIIPOU3BO/IUTH
ero TIPOM3BeIEeHHEe, PpAacIpPOCTPAHATh, IyOIWIHO JIEMOHCTPUPOBATh, WPOJABATH,
UMIIOPTHPOBATh, MyCKaTh B IIPOKAT, MMyOJMYHO MCIIONHATH, IIOKA3bIBATh/UCIIOJHATh B
s¢upe win pazMeniats B VIHTepHeTE.

Hcmonb30BaHKMe «IMHAPATCKOro» IPOTPAaMMHOr0O obeclieueHMA MOXKeT IPHBECTH K
MHOTHMM PHCKaM: OT [OTEPH JAaHHBIX K TBOMM aKKayHTaM A0 OJOKHPOBKH TBOErO
YCTPOMCTBA, I/le YCTaHOBJIEHHBIN He JerajibHas mporpamma. He crout Taxske 3a0bIBaTh,
9TO CYILECTBYET JIeTaJIbHbIE U OeCIUTaTHRIE MPOrPAMMEBL, KOTOPhIE MOXKHO HAWTH B CETH.

O noprane

CereBu4ok.pd - TBOH IVIABHBIM COBETYHK B CEeTH. 37ech Thl MOXKEIIb Y3HATh O
0e30macHOCTA B CeTH IIOHATHBIM M JOCTYIIHBIM SA3BIKOM, a NP BO3HHUKHOBEHHUH
KPHUTHUYECKOH cuTyanmuu oOpaTHThCA 32 COBETOM. A TakKe IPHHATH ydacTHe B
KOHKYypCax U CTaTh CaMbIM M (POBBIM IPAXKIAHUHOM!



